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1 Scope and Overview 

 Planned TS: supplement to the existing 61508-3 

 The known rules  apply 

 Language independent 

 Why „only“ Technical Specification? 

 The existing requirements of the existing software standard 
are still valid  

 Making an independent standard would consist of much 
copying work  

 Would possibly require future changes in two documents  
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1 Scope and Overview 

 Specifics of OO: dangers and chances  

 Inheritance 

 Dynamic Objects 

 Exceptions 

 Verification and Validation 

 Closing Remarks 

 The German committee has not dealt with 

 Details of o-o problem analysis 

 ….  software architecture 

  …. programming 

  ….  maintenance 
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2 Inheritance 
2.1   OO-specific Problems 

 Inheritance uses/causes inheritance hierarchies 

 uses overriding 

 Requires specific care during testing 

  More abstract view on problem suggested and needed 

 Danger of combinatorial explosion 

 Difficult to understand and maintain deep inheritance 
hierarchies 
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2 Inheritance  
2.1 OO-specific Problems,  Combinatorial Explsion 
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2. Inheritance 
2.1   OO-specific Problems 

 Relating code to its specification more difficult; 
user‘s view versus implementer‘s view can be far 
apart 

 Understandability, worse for some readers, control 
flow and data flow more difficult to grasp  

 Design for modifiability different 

 Proper use of existing schemes (patterns) 

 Multiple inheritance 
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2 Inheritance,  
2.1 Problem multiple inheritance 
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  2 Inheritance 
2.2 Benfits, if properly applied 

 Abstraction: problem can be split into class hierarchies;  

 Superiour view supported 

 Supports delegation 

 Only abstract classes or interfaces need to be 
understood for understanding whole inheritance 
hierarchy 

 Small changes can be made by adding just one class 
or changing just the base class 

 Avoids code duplication 

 Supports larger programs  
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2 Inheritance 
2.2 Benefit Composition/Delegation versus 

Inheritance 

From [Gamma, Helm, Johnson, Vlissides,  

 Design Patterns,1995,  

            ISBN 0201633612] 
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3 Dynamic Objects 

 Difficult to avoid in o-o programs 

 Some design patterns rely on dynamic objects  
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3 Dynamic Objects 
3.1 Problems due to dynamic objects 

 The usual problems from dynamic memory: 

 Enough space?  

 Garbage collection when? 

 Difficult to estimate time needed 

 OO Related problems 
 References/pointers from dynamic objects to other 

objects more complicated  

 References/pointers to dynamic objects from other 
objects more complicated  
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3.1 Dynamic Objects  
3.1 Problems 

 Access an object that has not been fully constructed 
(e.g. if the object consists of several objects, object 
may create its own descendents) 
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3.1 Dynamic Objects  
3.1 Problems 

 Details on garbage collection: Garbage collector to be 
taken from software system? (gets highest priority 
thread) 

 Possibility of dangling pointer 

 Dynamic object is accessed after release  

 During release it is forgotten to release objects that 
were created by the released object; wrong order  
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3.1 Dynamic Objects  
3.1 Problems 

 Garbage collector is started at an improper time 

 Garbage collector takes too long 

 Defragmentation of memory is not properly repaired 
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3 Dynamic Objects  
3.1 Problems 

 Additional Exceptions needed? For 

 Time out? 

 No memory available? 

 

 Additional thread(s) needed? for  

 continuous monitoring of memory space  

 … processor load 

 … meeting timing constraints  

 Garbage collector 
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3 Dynamic Objects  
3.2 Benefits 

 Libraries that use dynamic objects can be used 

 Some Design Patterns suggest using dyn. objects 

 Some problems can be solved easier. E.g.   

 If the problem is recursive by nature, it can be 
programmed recursively  

 Plant Operator information can be constructed easier 

 The Operator can zoom the information he needs 
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4 Exception Handling, 
Problems  

 Exceptions cannot be avoided 

 System-related exceptions 

 Array index out of bounds exceptions 

 Trying to access a memory area that does not exist 

 NULL pointer exception 

 User software related ones  

 Lack of memory space 

 Arithmetic overflow 

 Assertions violated 
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4 Exception Handling, Problems  

 Consider effect of exception handling on equipment 
under control in all possible operating conditions 

 Time taken for exception handling 

28.03.2017 Safety-related object-oriented Programs, Ehrenberger 19 



5 Verification and Validation 

 Verification activities after each design/coding step 
other models than V-model may be preferred  

 Careful consideration of system-related effect of 
dynamic objects, in particular garbage collection 

 Planning to start in parallel to Architecture 

 Testing based on analysis main activity  

 Pre conditions and post conditions also for small 
methods? How large? Substitution principle 

 

 
28.03.2017 Safety-related object-oriented Programs, Ehrenberger 20 



5 Verification and Validation at 
System level 

 Even inexecutable code to be verified?  

 Can it happen: During release it is forgotten to release 
objects that were created by a released object ? 

 Each method to be traced to a requirement 

 Verfiy absence of unintended functionalities? 

 Test all possible dynamic casts 

 Test all overridden method calls; at system level(?) 

 Test each exception under all circumstances 
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5 Verification and Validation at 
System level 

 Verify largest number of possible dynamic objects, test 

 Verify largest needed memory space  

 Verfiy maximum time requirement for garbage 
collection, test 

 Verify, test, all state transitions at least once 
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6 Aspects not treated here 

 Suggestions for rules on each aspect 

 Chapter about threads needed? 

 Modification and reengineering 

 Need for a proper software architecture 

 Suggestion for OO problem analysis 

 Tool chain 
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Schlussbemerkung 

 Danke den Mitgliedern der GK 914.0.3 für 
ihre Ideen und ihr Aufwerfen der Probleme,  

 Danke den Mitgliedern des EWICS für ihre 
Arbeit an einem Normvorschlag 

 

 Danke für IHRE Aufmerksamkeit! 

 

 Bitte um Anmerkungen und Fragen 
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